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Revised:  4/27/2010
Network File Permissions for Re:discovery

Your network administrator can establish file permissions that help protect your Re:discovery system and collection data from accidental deletion.  We recommend the arrangement below.  It will be important for all users to be off the Re:discovery system when these permissions are assigned.

1. Establish a set of network user groups, closely coordinated with Re:discovery user security rights.  For example, a "RedAdmin" group for the system administrator or curator, with full or "special function" rights to Re:discovery; a “RedUsers” group for staff with full data entry rights to Re:discovery; and a "RedPublic" group for workstations where the Re:discovery password has no rights, and therefore can access only the public search menu.

2. The RedAdmin group should receive Read, Write, Execute and Delete (RWXD)

permissions for all Re:discovery directories, subdirectories and files (Rediscov\*.*).  This will let them perform whatever tasks they need within the program, such as adding or deleting temporary data directories, tag files, and quick reports.  

RedAdmin: Full rights, RWXD on all Re:discovery directories, subdirectories, files.

3. The RedUsers group should receive RWXD permissions on all Re:discovery directories, but only RWX (no Delete permission) on the existing files within the directories.  This lets the system create and delete temporary files as it works, but because Windows NT won't let a user delete a directory that contains files he can't delete, the main data files will be safe from inadvertent deletion.  Since the directory has RWXD permissions, any new files created within it, such as temporary word search files, will have the same properties, and will therefore be delete-able. 

RedUsers: RWXD on Re:discovery  directories and subdirectories, RWX on files.

4. The RedPublic group should receive RWXD permissions on all Re:discovery directories, but only RX (no Write or Delete permission) on the existing files within the directories.  This lets the system create and delete temporary files as it works, but because NT won't let a user delete a directory that contains files he can't delete, the main data files will be safe from inadvertent deletion.  Since the directory has RWXD permissions, any new files created within it, such as temporary word search files, will have the same properties. 
The only exceptions to this are certain system files that all users must be able to edit in order to log into the program.  All users need RWX permissions on the following system files which are all located in the \vrediscov\dbf\ subfolder:  settings.cdx, settings.dbf, settings.fpt, usrlog.cdx, & usrlog.dbf
RedPublic: RWXD on Re:discovery directories and subdirectories, RX on files, RWX on system files.
Re:discovery Software, Inc. • 3040 Berkmar Dr. Suite B1 Charlottesville, VA 22901 • Phone: 434.975.3256

FAX: 434.975.3935 • Email: sales@rediscov.com • Web: www.rediscoverysoftware.com

[image: image1.png][image: image2.jpg]