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Windows XP File Permissions for Workgroups Rather than Domains

In the Windows XP operating system, there are many new security features that allow more control over access to files.  Some clients from smaller institutions may be configured to use workgroups rather than a domain.  (We do not recommend running Re:discovery in a workgroup environment.)  Different settings are required for a workgroup so users have proper access to the Re:discovery  program and its files.  The following information will help you set up your Visual Re:discovery file permissions to run using a Workgroup configuration.  You may need the help of your local network administrator to change these settings.

Workgroups exist when there is not a network server but the computers are connected and resources on them can be shared.  For a domain, users log into a network and allow the network to control the permissions; a user who is a member of the domain is not required to have an individual logon on each machine in the domain.  A workgroup is different.  Users log into their own machine but the permissions granted for accessing the shared computer are controlled independently by that shared machine.  
Symptom:
Users get "Cannot update the cursor" when starting the program or get "File access denied" in various places within Re:discovery.  The different machines do not necessarily behave the same way when running the program. 
Determine if your network is configured as a workgroup or domain:    To tell if you have a workgroup or domain right-click on the My Computer icon on the desktop and choose Properties.  The System Properties will come up.  Choose the Computer Name tab.  Look below the Computer Description and Full Computer Name.  The next line will tell you if you are in a domain or a workgroup and give the name.  Do not use the following instructions if you are in a domain or are in neither.   Contact Re:discovery for separate instructions.
Solution:

There are three aspects of security that control user access to Visual Re:discovery when using workgroups.  First, the workgroups configuration requires the Re:discovery machine to have user accounts for all users who will be running the program.  Then, there are sharing properties for the vrediscov folder and its files.  Finally, there are user logon permissions for the vrediscov folder. 
I.  User Accounts for Workgroups
For workgroups, the machine where Re:discovery's main vrediscov folder lives (the shared machine) needs to have individual user accounts for all users who will be running the program.  These user accounts on the shared machine need to have the same logon name and password as that user's local machine.  This is used for authentication by the shared computer when the remote machine attempts to access it.  If the logon and password are not the same on the local and shared machines, the connection will not recognize the logon and will grant only rights for a guest account which is not sufficient to run Re:discovery. 
To add new user accounts to the Re:discovery computer, from the Start menu, select Control Panel.  (Note:  if your system shows the Control Panel as a list instead of the screen below, just choose Administrative Tools and then Computer Management from the list and go to step 4.)  
1.  Select Performance and Maintenance.

[image: image13.jpg][image: image1.png])

Ele Edt Vew Insert Format Tooks Table Window Help

I
| He 8GR 2@ | 75

& ControlPanel

O © B P roes |[F-3 39 ¥ BB X | &F

s (G Cotrol Porel VB

Postion the pointer over

RIS cEmEENS

3 wndons gl < [ | &) TpEERe





2.  Then select Administrative Tools.
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3.  Double-click Computer Management.
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4.  Go to Local Users and Groups and select the Users folder.

 [image: image4.png]untitled - Paint

Fle Edt Vew Image Colors Help

Sl computer, Management.

(2 Fie acion vew widow

Help

- BE BB @

Computer Management (Local)
I, System Tooks
@ Event vewer
SharedFolders
5 86 LocalUsers snd roups
5 Users
Grous
§f Performance Logs and Alerts
3 oo monager
o &y siorage

Removale torage
Dk Defragnenter
Dk Hansgemert

Bl Servces and Aplcatons

Name

Fullame

Description

i
Fchisvoe
B
Brelorssstant
G

£ ot s
E ot s

Brery

Chris Doe

Remote Desktop Help Ass.
Jarie Jones
Ch=Microsaft Corparation,
Chi=Dell Computer Corpor
Terry smith

Bullt-in account for adiristering £

Buitin account for quest access
Account for Providing Remote Ass|
Cataloger

This i a vender's account for the |
This i a vender's account for the |
Cataloging and vred adinin

For Help, cick Help Topics on the Help Menu





The user’s logon name must appear in this list.  The logon name may already be part of a domain users group which is automatically part of the Users group, but the workgroup configuration requires a separate entry in the Users folder for authentication.  

From the Action menu, choose to add a new user.  Enter the user name and password information.  Again, note that the user account on the Re:discovery machine need to have the same user name and password as that user's local machine.  
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II.  Assigning Users to a Group

Once the individual user accounts are set up, each will be assigned to a Group that will be given appropriate security rights to Re:discovery in Part III.  Windows permits users to be granted access individually without being part of the group, but group permissions are easier to manage and are recommended by Microsoft. 

If you have the "Local Users and Groups" open, then skip to Part II, Step 5 to assign a user to the necessary group.  Otherwise, from the Start Menu open the Control Panel.  
1.  Then select Performance and Maintenance from the Pick a Category page.  If your computer immediately displays the Control Panel list, proceed to the next step.  (For screen shots of accessing Control Panel see Part I, steps 1-3.)  
2.  Select Administrative Tools.

3.  Choose Computer Management.

4.  Go to Local Users and Groups, select the Users folder, and highlight the user name to be updated.
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5.  Double-click the user name and you will see the Properties window.  Click on the “Member Of” tab.  
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6.  If the user is not a member of the group you assigned to the Vrediscov folder, click the Add button to make the user a member of that group. 
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7.  Type the name of the group into the "Enter the Object Names to Select" field.  Click the Check Names button and the group name will be underlined if it is entered correctly, otherwise it will give you the opportunity to edit the group. Click OK.  The group name will appear on the "Member Of" tab.
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Click Apply and Ok on the user properties box.  You will have to close all the control panel windows when finished.

III.  Vrediscov Folder Properties

Changing the sharing and security rights for the main vrediscov folder on the shared machine must be done by a person who has administrative rights on the machine.  
1.  The user group(s) or individual users must be granted appropriate security rights to the vrediscov folder.  This permission can be assigned to the vrediscov folder directly without assigning it more broadly to the drive or folder where the program lives.  

In Windows Explorer, right-click on the VREDISCOV folder, choose Properties.  Select the "Security" tab of the Properties window (see the following image).   The top box shows a list of groups and users and the bottom shows the Permissions applied to the selected group.

Choose the "Users" group to view the permissions for that group.  Change the selected Permissions to include Modify, Read & Execute, List Folder Contents, Read, and Write. A user does not need Full Control for the folder.  
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Click Apply if you made any changes to the Permissions.  Then click OK to close.  

2.  The vrediscov folder must be set up to be shared.  In Windows Explorer, right-click on the VREDISCOV folder, choose Properties.  Select the "Sharing" tab of the Properties window.   Choose to share the folder and then click the Permissions button.
  The permissions default of "Everyone" (with Change and Read, not Full Control rights) should be sufficient.  If you prefer to use or create a workgroup other than the "Everyone" group, it must be included in the share permissions.  
[image: image11.png]Fie Edt View Inage Cobrs FHelp
vrediscov Properties

General | Shaing | Securty | Customize

Yo can share this folder with other users on your
network. To enable shaing or tis folder, click Share tis
folder.

© D ot share this foldr

© Share this folder

Share name: | wediscor

Comment:

Permissions for vrediscov.

Share Permisions.
Group oruser names:

[

Userlimit @ Masimum alovied

O Al rumber f et B

Add Remave

To set permissions for users who access this
folder over the network, click Permissions.

To coligure setings for offine acoess, oick
Caching

Caching

New Share

Full Control o o
g
FRead o

I3

For Help, cick Help Topics on the Help Menu





Click Apply if you made any changes to the Share Permissions.  Then click OK to close.

2.  The user group(s) or individual users must be granted appropriate security rights to the vrediscov folder.  This permission can be assigned to the vrediscov folder directly without assigning it more broadly to the drive or folder where the program lives.  

In Windows Explorer, right-click on the VREDISCOV folder, choose Properties.  Select the "Security" tab of the Properties window (see the following image).   The top box shows a list of groups and users and the bottom shows the Permissions applied to the selected group.

Choose the "Users" group to view the permissions for that group.  Change the selected Permissions to include Modify, Read & Execute, List Folder Contents, Read, and Write. A user does not need Full Control for the folder.  
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Click Apply if you made any changes to the Permissions.  Then click OK to close.  

IV.  Test Access to the Program

Be sure that you thoroughly test access to the program for each user using the following steps.  

To confirm an individual user’s access to the Re:discovery system, that user should log onto the network, start Re:discovery, log in, go to a catalog record, go into the modify mode and click the "ok" button (no need to make changes), and then exit the program.

When this works for each user, institutions with a user's license for two or more users should test again with multiple people logged into the program at the same time.  As one person looks at the catalog records, have another go to the same directory, go into the modify mode and click the "ok" button (no need to make changes), and then exit the program.   If there is still a problem in this scenario, check for a user account that has "full control" over the files. 
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