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Windows XP File Permissions for Stand-alone and Domain Installations
In the Windows XP operating system, there are many new security features that allow more control over access to files.  The following information will help you set up your Visual Re:discovery file permissions so that you can run the program on a stand-alone machine or a workstation within a domain.  You may need the help of your local network administrator to change these settings.

Symptom:
You start the program from either a workstation or stand alone system and get ‘Cannot update the cursor.'  (NOTE: If you are also getting 'File access denied' or have different users experiencing different things, then you may be running as a workgroup. Contact Re:discovery for the white paper "XP File Permissions for Workgroups Rather than Domains.")
Solutions:

There are two elements of security that control user access to Visual Re:discovery. First, there are properties of the vrediscov folder and its files and, second, there are user logon permissions. 

I.  Vrediscov Folder Properties

Changing rights for the main vrediscov folder on your machine or on the server (if this is a network installation) must be done by a person who has administrative rights on the network and/or machine.  

In Windows Explorer, right-click on the VREDISCOV folder, choose Properties.  Select the "Security" tab of the Properties window (see the image on the next page for example).   The top box shows a list of groups and users and the bottom shows the Permissions applied to the selected group.

Choose the "Users" group to view the permissions for that group.  (You may have a Domain Users group or your system administrator may choose to create a custom group such as Rediscovery Users, but this is not necessary.)

Change the selected Permissions to include Modify, Read & Execute, List Folder Contents, Read, and Write. A user does not need Full Control for the folder.  
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Click Apply if you made any changes to the Permissions.  Then click OK to close.  

Try starting the program again.  If this did not solve the problem, check the user’s properties as described below.

II.  User logon

Users will have logons for the network, or at least for the stand-alone machine if you are not on a network.  Contact your network administrator for information about your logon.  

Any user that will run Re:discovery needs to be assigned to a group with sufficient permissions on the vrediscov folder.  At the very least, the user has to be a member of the group that was given permissions on the Vrediscov folder in the example above.   If they are not or if a new custom group was set up for Re:discovery, then follow the steps below to add the user to the necessary group.  (Note:  Most users are already members of the User group.  But, just adding them to the Power Users group does not solve the start up problem.)  Alternatively, you may wish to make the person a member of the local Administrators group on their machine for stand-alone systems.

To assign a user to a particular group, from the Start menu, select Control Panel.  (Note:  if your system shows the Control Panel as a list instead of the screen below, just choose Administrative Tools and then Computer Management from the list and go to step 4.)

1.  Select Performance and Maintenance.
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2.  Then select Administrative Tools.
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3.  Double-click Computer Management.
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4.  Go to Local Users and Groups, select the Users folder and highlight the user name to be updated.
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(If the user’s login name does not appear in this list, check with your network administrator.  Your login name may be part of the Domain Users group which is automatically part of the Users group and therefore doesn’t require a separate entry in this folder.) 

5.  Double-click the user name and you will see the Properties window.  Click on the “Member Of” tab.
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6.  If the user is not a member of the group you assigned to the Vrediscov folder, click the Add button to make the user a member of that group.
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7.  Type the name of the group into the "Enter the Object Names to Select" field.  Click the Check Names button and the group name will be underlined if it is entered correctly, otherwise it will give you the opportunity to edit the group. Click OK.  The group name will appear on the "Member Of" tab.
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Click Apply and Ok on the user properties box.  You will have to close all the control panel windows when finished.

III.  Test Access to the Program

To confirm an individual user’s access to the Re:discovery system, that user should log onto the network or machine, start Re:discovery, log in, go to a catalog record, go into modify mode and click 'ok' (no need to make changes), and then exit.
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